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Q80 INSPECTION - LANCASHIRE COUNTY COUNCIL

1. Date of iInspection

28" February 2017
2. nspestor

Granar Wright
S injroduction

31 Lancashire County Councltis an uppeartier authorily semning & county ares comprising
12 district councils. These include Praeston Cily Councll, which has not acquirad
unitary siztus. but excludes the unilary councils of Biackpool and Blackburn walh
Darwen.  The Counce emplovs approximately 10,000 siafl (not including teaching
staff) serving 2 popuistion of approvimaiely 1.2 miilion

.8 The Senior Comporale Management structure comprises the Ohisf BExeculive, twe
Corporate Directors and four Directors,

3.3 The previous OBC mspection of the Council was conducted by Sir David Clarke,
Assistant Surveiliance Commissioner, on 3 February 2044, Since that inspection
there have been bwo drecled survelllance suthorisations and five Covert Human
intelligence Source (CHIS) authorisations granted. None was concermned wih the
ikely acuuisition of confidential information and § was not informed oF sny breaches.

1.4 The Chisf Executive is Ms Jo Turton and the zaddress ior corespondence 5 County
Mail, Fishergate. Praston, Lancashire, PRT BX

4, Inspection approach

4% The purpose of the inspection was (o examing policies, procedures and aperalions in
respact of Part [l of the Regulation of lnvestigatory Powers Act {RIPA) 2000

4.2 My visit commenced with 2 meating with 1an Young, Corporate Director and Deputy
Chisf Exsoutive {1 had beep scheduled 1o meat With the Chigf Exscutive but she had
peen called away at short notice to be part of the selection pane! in connection with
the appoirtment of a new Chief Constable for Lancashire Conslabulary). We
diseuseed collaborafive working in the County and the recent spplication o cenlral
govemment for greater devolved powers, Ihe oulcome of which was awsiled. We
also discussed the Councll's use of covert aclivily, sosial networking sites [(GNG; and
the internet in support of i statutory funclions.
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4.3 | then met with Laurz Sales, Direclor of Legal and Democralic Services, who has day
to day oversight of RIFPA matters, and Amanda Maxim, Trading Standards Manager,
WO i e main authonsing officer. Wea discussed the response 10 the previous
recommendations, reining provision, core authonsalion processes and | gave feed-
back on the pre-1ead material that | had been provided with, We were later ioined by
jan Young, Direclor of Governance Finance and Public Sarvices, who g the ‘senior
responsibie officer. | discussed with him his role as 5RO and engagement with
glecizd members.

4.4 { eyamined the Central Record of authorisations and severs! suthorisations granted in
e panod since the previols inspechion

4.5 There was a group mesling with the under mentioned steff during which we

discussed the use of covert aclivily, 8NE and the infernat by sitalf from the
tspanmants reprasenied:

4.6 | gave teed-back io Trading Standards staff on the authonsations that | ekaminad.

4.7  conchuded my islt by providing feed-back on the mzain findings to Laura Sales, lan
Young and Amanda Maxim.

8. Review of progrags on recommendations

8.1 The 2014 nispection mada four recormnmendations.

5.2 That Authorising Oficers be appointad 50 that the Senlor Responsible Officer no
jonger acts as an Auvthorsing QOffver bul exarcises 'he oversight responsibifily
daseribed in the Codes of Praclice; (this is effaciively a repeal recommendation)

The 3RO is no longer an authorising officer. Four Treding Standards Managers now
carry out this function. Completed,

5.3 That the extant CHIS aﬁiﬂﬂﬁéﬂﬁm shoiid e cancelled,

The case was cancellad a short ime afler the inspeclion. Sompleted.

h4 That LUG'S RIFA Rojiny be further revised in apcordance with this report

The ponts for revision have all been addressed in the latest policy document
Complated.

b5 Thal LEC consider Conducting s filure juvenile les! purchesse goeralions under
virectod surveiliance euthotisalion, the premises (o be lested being limited o a
managesbie number, addressing e issues of necessily and proporfionality In
refation f{:} Rach,

GFFIGIAL = BENGITIVE Z



GRFICIAL - BENSITIVE

The Council has reconsidered its position in relation (o how | conducts undar-age test
purchase operations and consider that authordsations for directad surveiilance are not
appropriate as there is [itlle likelihood of acquinng private infonmation. it was agreed
that alf such operations should be considered on an individuzl basis (for more details
in this regard see his report seclion Direcled Strvefiance below), Completed.

8. Policies and procedures

8.1 2s | have mentioned above, | had besn provided with & copy of the policy and
quidance documents to examine prior to my visit and | gave fesd-back an them duning
the ingpection. Those documents and my comments in relation lo them are 285
foliows:

. Corporate Policy and Guidance on RIPA - the main policy document and in many
wavs it is comprehensive and useful. There is referance at paragraph 1.2.2 that
any child custodv/protection investigation must use & Non RIFPA process if covert
survelliance is to he conducted. When | querisd this | was foid thal several years
ggo during an 08¢ inspeclion stalf had bean toid that RIPA was not fo be used
for child protection matters. | can find ne reference in previous inspaction reports
bt | accept that there has been this interprelation pul on advice given during a0
inspection. 1 pointed oul that similar 10 many aspacis of RIPA, thera needs o be
a case by case assessment and i may be that some child care cases may not
mest the criterion of ‘preventing or delecting crime’ but many cases/investigations
wolld aitimately be o prevent or detect cruslly, abuse, neglect, other harm be
posed against 8 child and would thus be afforded the full protection o RIPA, |

Paragraph 4.2.8 refers o 8 mamber of staff making a lelephone call o a8 person
who doge not know the real idantily of the caller and a relationship baing formed,
in such case an authordsation for CHIS and directes sturvalllance will he mouirerd.
This is ot comrect: an autharisation for CHIS would suffice.’

i Shadow RIFA Surveilfanice Folicy — a recently revised policy intending to catsr for
covert activity in support of hvestigations inlo matters that are nol cnmingl, or
where the matlter under investigation does not meet the threshold imposed by the
Protaction of Freedoms Act 2012, There s a clear explanstion of the mtionzie
and orocedure i be adopled, which ig cioeely aligned 1o that for full BIPA
authonsalion.

ii. CCTV Policy — & comprehensive policy covering the usua! subjects of Dala
Protection Act compliance, sublect pocess, signage, retention of images ele.
There is very Hille reference to RIPA but the GCTV systems that the Councl
owns are nof city centre systems, they are highway melaled. Thers is a prolocol
with Lancashire Constshulary relating o the use of the system under a RiFA
authorigation.

v,  Covert Social Metworking Cheeks and Surveiance Policy — a racently drawn U
policy {November 2016} and described as ‘a plece of work in progress’. i
cordains basic and acourate advice and recogrises the potential that this form of
activily may meet the crileria for authorisation as directed surveiltance of GHIS.
What it lacks is more spagific and praciically based guidance fof practitioners and
hased upon my findings thare is 8 need for this and careful consideration as 1o

how such guidance is best disseminaled, 1 make 2 recommmendation in this
regard.

6.7 Tha core suthorisation procedure is that applizants would complete the requisite
forms, which are available in electronic format on the infranel.  There would usually
he discussion between the applicant, manager and autharizing officer prier t¢ an
application being generated. The appication is rwarded to an authorising officer for
compiation of hair input, Wnen this s done ne applicant will take the aothorisation 1o
a local Magisirates’' Court for approval. Ornginal documenis are retained by the

authorising officer and a copy iz sent to Information Governancs for completion of the
C | Record and secure retentinn, T

PR TR PR R TP, AR R

P GHIS Code of Practice paragraphs 324 and 3.25 refar
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8,3 In relation o the Shadow RIPA process, applicants will complete {orms designed for
this purpose (basically RIPA formns but with all references to RIPA taken out) which
are avalabie electronically. As sbove, there would be discussion regarding the
proposed achivity with managesrs efc, The compladed form will ba submitted o the
Rirector of Legal ard Democralic Sarvices {who s irained as an authorising officer)
for approval and then s copy is forwarded o a Trading Standards Manager {who is an
authorising officer) who will retain the record and complate an entry on the Central
Record created for s purpose. | peinted cut that i would make more sense for there

to e a more aligned process for RIPA and Shadow RIFA authorisations {except for
the Magisteral approval),

8.4 The 'seniy responsible officer is the Direcior of Governance Finanee and Pubidic
Services. This officer is 8 frained authorising officer but no longer acls in this capacily.
He carrigs out quarlerly checks of the Ceniral Record and suthorisalions granted.
The SRO has provided RIPA refresher brefings o the Chisf Executive and Dapuly
Chief Executive,

6.5 Annual reparts on RIPA usage are provided by the 8RO o the Exscutive Scruting
Commities and Canined,

7. Related training

7.7 in 2015 authonsing officers, managers and applicants atlended 2 one day RIPA
Contarence in Leeds, Stall from counclis thwoughout the Noth of England atlended.

7.2 in September 2078 an axtarnagl frainer cwrried out & one day Toining event for
authaorising officars, the SRO and applicants from LOC. Staff from other councils in
the Coundy were also able (o altend, | saw the contents of the training and found it o

be comprehensive and accurate. There was good use made of sceparios periinent o
the audience.

3. Significant issues arising

Central Reecord snd Cuarsiolt

8.1 There is currently a singie Central Record of authorisations that containg detzils of
tiracied surveillznce and CHIS suthorizations. i is in the form of & computerised
spreadsheet. Whilst all the raquired informstion is recorded, | would be preferable

that separate records for GHIS and direcied sureellance be meginfained, When |
pointed this oul, it was acscepted and could be easilly implemented.

B2 Within the processes for authorisation thers 15 a lack of objactive ovarsight in 2 formal
manner, albeit thal | accepied that throughout the application and authorisation
process dialogue tuok place and advice would be soughi. Only the quarerly checks
made by the RO provides any quallly assurance byl thls can be several months
aiter an avthonisation is granted, which is a long time if there & a flaw in the

authansalion. This can shil happen nolwithstanding the reguirement for Judicial
approval by a Magistrate,

Diraoladd Surveliance

8.3  Tne usage of this form of covert activity has continued to decraase in recent years,
due {o stafiing culs and a reversion (o more overt enforcement aativily, In the group
meeling | was assured that no unauthorised adlivitly was being underizken. | did
question Trading Slandargs staff regerding the methodology for conducling under
age test purchace operations. | was lold thal cach premises o be vislied was
assessed regarding the dkelihood of oblalning privale information and in all cases the
member of staff sccompanied the volunteer as z safely measure and memsly
shserved the transaction invoivinglthe volunteer rather than any other activity tzking

piace side the promises, | advised thal if not alisady done so, that these
consigerglions should De recorded,
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Cd

There was some discussion of the use to be made of the Shaciow RIPA process and
it was apparent, from discussions as well as references in the policy dacument, that
there is 2 misconception that oenly Trading Standards investigations couid use RIPA,
fherefore all other investigations seeking o cany out covart surveliiznce should use
tha Shadow RIPA process. | pointed sut that any investigation thal maet the necessily
criteria of being ‘for the purpose of preventing or detecting crime’, and tha 'sericus
crime’ threshold, could seek authorisation under RIPA {(as long as other corditions
were mef, e.g. proporionality} no matler which depariment was underiaking the

investigationfoperation.
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9.1

9.2

g
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The cormmEits thet { ave I relation o ihe authorisations that | examined ara:

As is now recognsed, an authorisation should be for & single CHIS and should be
accompanied by 3 Risk Assesement for that CHIS;

Al reviews there was a8 lack of detail regarding what activity the CHIS had
underiaken:

At cancellation a similar lack of datall left one wondenng what exaclly a CHIS had

done and in the case where there were two CHIS authorsed there was aven
greater confision as o the extent of activity of each.

The purpese of CHIS records is that they should give a dlear picture of how g CHIS is
being salely managed and used, the intelligence or avidaniial product they oblain and
what use is made of that produet.

Use of Soeial Networking Siles (SNE)Y and the Internet

This issue Is increasingly a subject of detailed discussion during inspections of focal
authorities and this councék was no exceplion. | had specifically reguested that
representatives from departiments thet, whilst not carrying out 'conventlional covert
aclivity', experience has shown were making use of these media.

it became apparent during the group meeting that regular use is being made of SNS
and the internet in support of counclt business. Trading S8tandards do this on a regular
basis in suppor of invasiigations Into counterfeit goods and have sought
suthorisations for directed survelllance and CHIS I relstion o this sort of activity.
Other depariments such as Schools Admission, Litigation, Human Resources and
Chikiren's Gervicas use the media fo varying degrees. Among the siaff that | met
there is a mixture of overly cautious use and naivefinnocent usage, whereby the

aclivily might meel the criteriz for RIPA authorisation or &t the least might b2 an
infringement of privacy,

| certainty felt that there was a ack of clear understanding as to where the boundaries
{2, even among staif that have an understanding of RIPA and most definitely among
staff from departments which are outside of the usual ‘RiPA audience’. There is 8

need for guidance to be provided o &l staff to whom it may be applicable and | make
8 recommendation in thix regard,

Conclusions

Lansashire CGounty Councll has always mads infrequent use of the powers vested

under the Regulation of Investigatory Powers Act 2000 and its usage has declined
over g number of years to its cumrent lavel,

Thers (s g sound guidance and agvice regime in place {(notwithstanding tha chalienge
regarding the use of SNS and the internst) and those with oversight and authorising
officer responsibiiies are knowledgeable and conscientious. Some rationalising of
currant systems and processes would be an improvament, Le. 3 re-formatting of the
Gentral Racord and unifying authoniasation procedures for I;LFIF’P, ang Shadow RIPA, |
also draw out some leaming points from the authorisations thal | examined, Whilst

net making them the subject of a racommendsation | urge that altention is given i
those points.
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83 ] did ab fmes feel tha! steff were uncariain regarding how they could use, or If lhey
couid yse, the powers under RIPA and this related to both real world aclivily and
virtual world aclivity. Hopefully the inspeclion will have provided some clanhcalion o
those areas of uncerlainly. To be fair zlalf fended to e on the side of caulion,
demanstrating 2 reluctanes to condust covert aclivily under RIPA

8.4 The ohe recommendation | make 1§ in relation 1o the need {or more expansive and
rafevant gudance regarding use of SNS and the internel. The challenge for the

counct s how s can e disseminated proactively 1o all relevant depariments.

4.5 Pwould ke to thank all the staff that 1 met for thelr co-operation and courtesy and In
parfcular Laura Sales, who made the arrangements for my visil and provided me with
cornprehansive pre-reat matenatl, “

(1 Recoammendation

0.1 Guidanes in ralation to the uge of sochal nabworking sites and the inlernet by siafi in
support of thelr work for the councl should be expanded and made more relevant o
councll funclions, and this guidance then needs to te aclively disseminated fo all
relavant siaff — paragraphs 8.1 {iv) and B2

Burveillance Inspector
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